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1 Introduction

This document is a quick guide on the Westlock Wireless Valve Monitoring System. Its
main goal is to help you experience a successful start before moving into more powerful
features of the system. For better understanding it is required that readers have good

knowledge of industrial field devices, valve automation and information technology.

After reading this document you will be able to identify, install, configure and use the basic
components and functions of the Westlock Wireless Valve Monitoring System. For more

information and detailed manuals please visit www.westlockcontrols.com.

11

Definitions, abbreviations, acronyms and terms

ACK — Acknowledgement Message

Wireless Gateway — An industrial computer running the WMS Server
WMS — Wireless Management System

EUI — Extended Unique Identifier

HMI — Human Machine Interface

WH — Wireless Handheld

WG — Wireless Gateway

WD — Wireless Device

WR — Wireless Router

OPC DA — OLE for Process Control Data Access

PLC - Programmable Logic Controller

Connectivity Server — a ruggedized industrial computer for I/O integration
SCADA — Supervisory Control and Data Acquisition

TCP/IP - Internet protocol suite (Transmission Control Protocol (TCP)/ Internet Protocol (IP))
GUI - Graphical User Interface
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1.2 Warnings

o

WARNING

Misuse of this equipment can cause bodily harm. Operations not performed as per the
instructions in this document are done at the user's own risk and liability.

To prevent bodily harm or damage to equipment, only trained, authorized personnel should
install, maintain and repair the equipment.

A

Aftention
To prevent damage to equipment, through electrostatic charge on plastic surface of the WD
always wipe the surface with a wet cloth.

A

Aftention
Carefully read the safety information contained in this section, and throughout this user guide,
before installing, operating, or performing any maintenance task on the equipment.

A\

Aftention

The equipment contains communication devices. Any changes or modifications made to the
equipment without the written consent of WESTLOCK, and its resellers or distributors, can nullify
the user's authority to operate this equipment.

The user assumes all risks associated with the use and handling of the equipment, and
specifically acknowledges that WESTLOCK, and its resellers or distributors, will not be liable for
any damages of any kind, including personal injury or property damages resulting from use of
the equipment.
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1.3 Product certifications and approvals

e Electro Magnetic Compatibility (EMC) (2004/108/EC): the Westlock Wireless Valve
Monitoring System complies with the EMC directives.

e Radio and Telecommunications Terminal Equipment Directive (R&TTE) (1999/S/EC): the
Westlock Wireless Valve Monitoring System complies with the EMC directives.

e CE EMC marking: the Westlock Wireless Valve Monitoring System complies with the
European Union marking directives.

1.4 FCC Compliance

The Westlock Wireless Valve Monitoring System complies with Part 15 of FCC Rules
and other local regulations like IC/CE/RTTE/ANATEL. Operation is subject to the
following two conditions: (1) This device may not cause harmful interference and (2) this
device must accept any interference received, including interference that may cause
undesired operation.

This equipment has been tested and found to comply with the limits for a Class A digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates, uses, and can radiate radio frequency energy and, if not installed
and used in accordance with these instructions, may cause harmful interference to radio
communications. Operation of this equipment in a residential area is likely to cause
harmful interference in which case the user will be required to correct the interference at
his/her own expense.

Intentional or unintentional changes or modifications must not be made to the WD or
other components unless under the express consent of the party responsible for
compliance. Any such modifications could void the user’s authority to operate the
equipment and will void the manufacturer’s warranty.

1.5 Items needed to get started

v" (1) Computer with Windows OS and WMS Standalone installed (WMS18015).

v" (1) WH (Wireless Handheld) with USB cable (WHZ00011).

v (1) WG (Wireless Gateway) with ETHERNET cable and power supply
(WRG00036).

v" (1) WD (Wireless Device) (suggested 114WRBYS0ZEB1AAA-OR1).

Except for the computer, all the other items are included in the Starter Kit
(MS30004).

WESTLOCK CONTROLS CORPORATION
280N MIDLAND AVENUE Ste.258, SADDLE BROOK, NJ 07663 TEL: 201-794-7650 FAX: 201-794-0913

www.westlockcontrols.com
10/16/12 TECH-467/D.W.0O. 19909 Page 5 of 25




2 Installation
2.1 WMS Standalone

The WMS (Wireless Management System) Standalone Starter Kit version is the license-
free demonstration version of the PC/Windows based software used to configure and
monitor the Wireless Devices and all other devices in the wireless system. It is a full-
featured version that can be used for up to (5) valves (WD's). It also includes connectivity
for MODBUS RTU/TCP and OPC.

There is also the WMS Standalone version for single station applications up to (120)
valves and the WMS Server for Client/Server applications for installations requiring up to
thousands of valves.

2.1.1 PC/Windows requirements

Windows XP, Vista or 7 (32 or 64 bits) with latest Service Pack.
Dot-Net Framework 3.5 or higher.

Windows Installer 3.0 or higher.

Suggested at least 2 GB of RAM and 200 GB of HD.

1 ETHERNET/LAN and 2 USB ports.

ANENENENEN

2.1.2 WMS Standalone Installation

1. If WMS Installer files are needed, refer to our website for download:

www.westlockcontrols.com/wireless
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2. To launch the installer double-clicking the file, then click Next:

| Setup - WESTLOCK WS [ESREE

Welcome to the WESTLOCK WMS
Setup Wizard

This will install WESTLOCK WMS version 1.1 on your computer,

It is recommended that you dose all other applications before
continuing.

Clidk Mext to continue, or Cancel to exit Setup.

[ Mext = ][ Cancel ]

e

3. Follow the instructions until the screen displays below information. Select "Install

WMS Standalone™ and press “Next”

™| Setup - WESTLOCK WS ESR IR

Please Select Product:
() Install WMS Server
Install WMS Client

Install WMS Admin Client

(@) Install WMS Standalone

() Install WMS Client

() Install WMS Admin Client

Product Selection
List of WESTLOCK Products supported by this Installer WESTI-D:H

< Back ][ Mext = l[ Cancel

WESTLOCK CONTROLS CORPORATION

280N MIDLAND AVENUE Ste.258, SADDLE BROOK, NJ 07663 TEL: 201-794-7650 FAX: 201-794-0913

10/16/12

www.westlockcontrols.com
TECH-467/D.W.0O. 19909

Page 7 of 25



4. Select the installation folder or leave the default as shown:

e

Product Base Folder:

Product Log Folder:

C:\Program Files\WESTLOCK Browse...
C:\Program Files\WESTLOCK \Log

™| Setup - WESTLOCK WS EEREE
Product Folders Selection
Definitions of Base Folder and Log Folder for Product Installation WESHB:K

[ < Back ][ Mext = l[ Cancel

)

5. Select TCP (ETHERNET cable). It is not recommended to use USB due to the power
management policies of Windows. Make sure the option "Use Auto Login" is
checked.
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™| Setup - WESTLOCK WS ESREE

Installation Preferences
You chose to Install WMS Standalone. Please Select Installation Preferences

TCP/USE Connection: (@) TCP T1UsB
Use Auto Login

[7] Aute Connect to Connectivity

[ < Back ][ Mext = l[ Cancel

e

6. Keep the next window as shown below:

™| Setup - WESTLOCK WS ESRE

Product Connectivity File
Please Select the Connectivity File describing the Host Data Integration WEsu-mH
[OVRIL
Connectivity File:
Ci'\Program Files\WESTLOCKAWWMS Client\Connectivity, xml Browse...
[] Enable Connectivity
< Back ][ Mext = l [ Cancel

7. On the next screen, check the option "Use Starter Kit License ( Up to 5 Devices )™
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™| Setup - WESTLOCK WS ESRE

Product License
Please Select WESTLOCK Product License WESM‘:H
[OVRIL

Use Starter Kit License ( Up To 5 Devices )

License File:

License Description:

Valves Allowed

Modbus Serial Clients Allowed
Madbus Tep Clients Allowed
Opc Client Allowed

ST

m

[l MNOT FOR PRODUCTION LISE!

1

< Badk ][ Mext = l[ Cancel

8. Press "Install' to begin installation.

1™ Setup - WESTLOCK WS ESR R

Ready to Install
Setup is now ready to begin installing WESTLOCK WMS on your computer, WES".D:H
e

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

MNeeded Prerequisites:
WESTLOCK Device Serial USB Driver

Products to install:
WMS Standalone

= Back ]| Install |[ Cancel

9. After the installation is complete, press” Finish”.
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r ~
E Setup - WESTLOCK WMS = -

Completing the WESTLOCK WMS
Setup Wizard

Setup has finished installing WESTLOCK WMS on your
computer, The application may be launched by selecting the
installed icons.

Click Finish to exit Setup.

10. Check Windows Start menu to confirm that WMS has been successfully installed. Do
not launch the application yet. If you did, please close WMS until the installation of
the Wireless Gateway is done in the next section.

; Usbee AX lest Fod

. USBee Suite

. WESTLOCK
@f Uninstall
48 WMS Connectivity Setup
.ﬂ WMS Infrastructure Config
€3 WMS Log Analysis

€ WMS Operator Device Default Programs
. Windows Virtual PC Help and Support

. WinMerge
. WinZip

. YAGARTO
. YAGARTO Teols

‘

Computer

Control Panel

Devices and Printers

m

Back

2.2 The WH (Wireless Handheld)

The WH (Wireless Handheld) is used to power on/off all devices in the system (WG, WR,
WD), calibrate, configure, commission, monitor, diagnostic problems and several other
important functions in the system.

The WH is a battery operated device. It can be recharged using any USB power supply or
host (PC, Laptop, Connectivity Server etc) with its companion cable. If the light "Low
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Bat" is no or the WH does not react, recharge it for at least 5 hours before attempting to
use it again.

1. Press button <Log In> to power up WH. The LCD will display as shown below:

2. Press <ENTER>. The message "WD Mode" blinks on the LCD.

3. Press <Device NetKey> button until it shows "WR Mode" on the LCD.

4. Press <Log Out> and <ENTER> to turn it off. the WH will be used in the next section
to power on the WG.
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2.3 The WG (Wireless Gateway)

The WG communicates the WDs with the WMS database. It allows for multiple redundant
paths automatically and has back-up batteries to work in the absence or main DC power.

The WG allows two connection methods to the WMS: using USB or ETHERNET. If the
WG has both cables, remember that ETHERNET is disabled by hardware whenever the
USB cable is connected to the Host.

In the case the WG does not have any cable installed consult the specific WG 10M for
more details on how to connect to one of two options. The manual can be found at
www.westlockcontrols.com/wireless/download.

There is also a device called WR (Wireless Router) that looks identical to the WG but
without the USB/ETH internal connectors. The WR is used as a repeater or range extender.
The WR is not covered in this guide.

For more information visit www.westlockcontrols.com/wireless.

For safety reasons the WG is shipped in a deep sleep state. Follow the steps below to turn
the WG on:

1. Make sure the antenna is firmly attached to the WG connector located on the right
upper corner of the enclosure:
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2. Connect the WG power supply (7-30VDC/10W). The front panel light Power EXT and
Battery CHRG/FULL/LOW will be on as in the figure below:

Mode

Ethernet  LINK

Wireless  NeT

3. On the WH, press <Log In> then press <ENTER>.

4. Press <Device NetKey> until you read "WR Mode" on the LCD, then press
<ENTER>. The LCD will display:

5. Place the WH in front of the WG (10-30 cm for best results), as shown in the photo
below:
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6. Press <Join> button. The message "Join all" will blink on the LCD, then press
<ENTER>.

7. The LCD will blink the text "DEMO", then press <ENTER>. The WH will send a LF
(Low Frequency) command to the WG to wake it up.

8. Notice on the WG the MODE ON light will turn on. Then the MODE TVDR light will
turn on a few seconds later. Now the WG is ready to connect to the WMS.

i) P——
(B E5)

Battery

Mode

./_/f',"I%
=
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2.3.1 Connecting WG to WMS using ETHERNET

During WMS installation, if TCP was selected then proceed in this chapter. If you
unintentionally selected the wrong option during installation, go back and reinstall the WMS
with the TCP option.

1. Connect the ETHERNET cable to the ETHERNET/LAN port of your computer. If
the LAN card is very old it is possible that you will need an ETHERNET HUB or
SWITCH to connect them, however, most of the new LAN cards accept a direct
connection to the WG using a straight or cross cable.

2. Notice that ETHERNET LINK light will turn on
after a few seconds.

3. Make sure your ETHERNET/LAN adapter has a Ethernet %NK
valid fixed IP address, preferably in the range
192.168.5.x.

4. Go to the Start menu/Westlock and launch the application "WMS Infrastructure
Config". This application configures the TCP connection parameters of the WG:

| USBee AX Test Pod

J USBee Suite

J WESTLOCK
& Uninstall
48 WMS Connectivity Setup
# WIMS Infrastructure Config
53 WMS Log Analysis
f WMS Operator Device
™ WS Standalone

J Windows Virtual PC

; WinMerge

; Windip

| YAGARTO

| YAGARTO Tools

1 Back

5. The application searches for all WG’s connected to the machine. Make sure the
application is allowed in the Windows Firewall.

6. Make sure the WG and computer are in the same IP subnet. If not, change the IP or
subnet mask on the computer accordingly.
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T — A
) Infrastructure Config _ P——— @—L&J

INFRASTRUCTURE CONFIGURATION UTILITY ‘

WESTLOCK Wireless Gateways
MAC Address * subnet Mask server IP i{?ﬁer State
00:20:4A:CAAE... BB W] OFFLINE
Progress Console
—-—- Update the 'Server IP' Textbox Below and Press the 'Configurate' Button. -

Configuring device: 00:20:4A:CA:AB:88
Configquring device to connect to: 192.168.5.200:5001..
Unable to configure the device - IP not found...
Configured 1 devices: 0 Passed, 1 Failed.

m

Refreshing devices state..Done.

ghiguration
192.168.5.200 Server Port: 5001

]

Configurate
L

&

Refresh

ESTLOCK

CONTROLS

7. Select the WG clicking on the check box, then click on Starter Kit Settings.
8. Make sure the box Server IP is showing the IP of your machine. If the computer has

more than 1 LAN card, e.g., 1 Wi-Fi and 1 ETHERNET/LAN, select the IP address
of the port that is physically connected to the WG, as shown in the example below:

Configuring device: 00:20:4A:CA:AB:88
Setting dewvice IP to: 192.168.5.201
Configuring device to connect to: 1%92.168.5.200:5001.....
Ly .

Configured 1 devw Passed, 0 Failed.

Refreshing de'jigills Stiiimy: - - - =+ - -+ » Done
Target Configuration
ServerIP:  [EERIT I ] Server Port: 5001

192.168.5.200
@J @ 192 168. 1 114
- Sta rterlﬁt
Configurate Refresh Settings About Exit

9. Click on Configure. The application will configure WG's TCP parameters to access
WMS in this computer. At the end of the configuration it will refresh the status and
show the WG is Online, as shown below:
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& Infrastructure Config = [

INFRASTRUCTURE CONFIGURATION UTILITY |

WESTLOCK Wireless Gateways
MAC Address IPAddress Subnet Mask Server IP iz;\tfer State
00:20:4A:CA:AB:88 192.168.5.201 255.255.255.255 192.168.5.200 5001 Configured
Progress Console
Refreshing devices state.........Done. ~
Configuring device:
L5.200:5001. .ttt OK!

Configured 1 devices: 1 Passed, 0 Failed.

Target Configuration
Server IP:  192.168.5.200 Server Port: 5001

g |2 le. .8 @ [@ ESTLOCK
Abort Refresh Settings | Settings About Exit CONTAOLS

10. After the WG is configured, close the Infrastructure utility and launch WMS
application from Start menu:

., WESTLOCK
% Uninstall
48 WMS Connectivity Setup
d WIS Infrastructure Config
@ WMS Log Analysis
f WMS Operator Device
H WMS Standalone

. Windows Virtual PC

, WinMerge

. WinZip

. YAGARTO

| YAGARTO Tools

1 Back

11. The WMS application will start and after a few seconds (up to 1 minute) it will show
that the WG status (on WMS left bottom corner) will change from OFFLINE to
ONLINE(1/1), as shown in the screenshot below:
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File Terminal Report Help

'MES]‘LUQK T

CONTROLS Raid
EUI 'r;g o Last

| vave status |  VODGEO0OBTERIA WGT [Tued

Router Status
Process Diagram

Log Out |

e e[ ren [ oo
= itug

Properties Remove
[ Nodes:0 | OFf0 | Alert:0 [Licensed nodes: 0/5 | Service Time:

!Tu nneling Routers |

[ onLINE (1/1) |

| Nodes:7 | OFf:0 | Alert:2 |Licensed nodes? 7/30 | Service Time: 0 Days, 00:12 | Start’

12. Check on the WG front panel if the MODE TVDR light is on. This is very important,
light on means that the WMS is communicating with the WG and the Wireless

network will then be created.

ROUTER GATEWAY
®

13. Wait a few seconds (up to 1 minute) for the WIRELESS NET light to start blinking
and then to turn solid. This means the ZigBee network has been created and we can

add WDs to the network.
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Ethernet  LINK

Wireless  NET
[}

2.4 Connecting WH to the newly formed wireless network

2.5

Once the WG is connected to the WMS and the wireless network has been formed the WH
should be connected to the wireless network to continue the installation:

1.

2.

On the WH, press <Log In> then press <ENTER>.
Press <Device NetKey> until you read "Network" on the LCD, then press <ENTER>.
The message "Network OFF Line" will be shown on the LCD.

Press and hold the <ldent> button until the text "Searching..." appears.

After a few seconds it will show the network name blinking Ex: "DEMO  (25)". The
number "25" is the ZigBee channel that has been allocated by WMS for this network.

Press <ENTER> and after a few seconds the LCD will show the message "Network
ON Line".

Press <Log Out> and <ENTER> to turn WH off.

The WH is now connected to the same network as the WG. Proceed to the next section
to include the WD's to the wireless network.

The WD (Wireless Device)

The Wireless Device module fits in several different Westlock enclosures, depending on
the application, ranging from light-weight ultra-compact internal antenna to stainless-steel
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explosion-proof severe service enclosures. Regardless of the enclosure, the module and its
operation is always the same.

UNIVERSAL

MODULE COMPACT
GENERAL
PURPOSE

GENERAL XP/EXD

PURPOSE

Now that the WG is connected to the WMS, the wireless network has been formed and the
WH is also connected to the wireless network, finally the WD can be added to the network
to monitor the valve position. Follow the steps below:

1.

It is recommended to remove the enclosure cover so the LED’s in the WD module can
be seen.

For safety reasons the WD is shipped in a deep sleep state. Therefore the first thing to
do is to turn it on using the Wireless Handheld.

On the WH, press <Log In> then press <ENTER>.

If needed, press <Device NetKey> until you read "WD Mode" on the LCD, then press
<ENTER>.

Place the WH in front of the WD (10-50 cm for best results), see photo below:
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6. Press <Join> button. The message "Join all" will blink on the LCD, then press
<ENTER>.

7. The LCD will blink the text "DEMO (25)", then press <ENTER>. The WH will send

a LF (Low Frequency) command to the WD to wake it up and join in the same network
as the WG and WH.

8. Look at the LED’s that are visible through the clear cover. You will notice there are 4
LED’s that will blink as the WD wakes up and join the network.

9. Check on WMS screen that after a few seconds (up to 1 minute) the WD is in the
Valve Status list. Notice the EUI is the ZigBee address of the WD. It can be confirmed
by looking at the label inside the clear enclosure.

R WMS Lite - DEMO
| Ble  Tomesl  Bepot Help

WESTLOCK | e

Vahve . Hardware . Coen Vave e
Tag bl oo Tisestarp Mde  Pacertage Sate Koolive b,

Valve Status 00I067000174E6D | DTO2 Tha 141740557 | Tha 1740506 12 o CLOSED AIEE

S

Process Diagram

I | S ten [ nen | sortby |
Status

T Thodexd | OFFD | Alertd (| Loensed rodes: 1]

Closa |
ervice Timee 0 Days, 020 [Start Time: 03/05/2002 1122 AW [ [Meg/Min]

10. Move the stem/shaft and notice the field Angle will change accordingly. Move the WD
away from the WG and see if it still reports the stem/shaft movement. The range is
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typically 25 meters in a very obstructed area, but it can reach up to 70 meters in open
space.

11. Double click on device EUI to see valve properties window:

— - =

| VALVE PROPERTIES - EUL: O00D6FO000175065 TAG: ROCHET |

Status |System | Setting | Stat\stics&Conﬁgurat\onl Servicesl

Valve Status: PARTIALLY_OPEN

Valve Angle:

Open Percentage:
Group ID:
Operator ID: XFFFF

Temperature: c

Battery: 624 mv
RSSI: 6 dém Indications
Last Reset Reason: |RESET_SOFTWARE [JJ OD Present [] Reset Before This Message

Last Comm. State: |LOST_PARENT [®] Keep Alive [J Rejoined Network

I o Alerts
Analog: my ) Alarm (] Bad Installation

=

|

Il Digital Bits:  (msh) El El El El (isb) [J Low Battery [[] Temperature Out of Range
I [J Low Signal

{efrah ?—)Send IE:‘JEmJ MESTLQE!ﬁ

12. Move the stem/shaft and see the animation follows the movement, practically real time.
The delay is typically less than 1 second. Notice the valuable information of the WD on
the screen like battery voltage, temperature, open percentage, RSSI among some alerts
and indications.

For more information visit our website www.westlockcontrols.com.

3 Additional features

o WMS Server: WMS Server is the Client/Server version of the WMS Standalone. It allows a
Client/Server architecture where a single WMS Server database concentrates the
communication traffic for all valves, gateways and routers in the plant, while multiple WMS
Clients can access this database for monitoring, configuration, diagnostics and so on.
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I CONTROL SYSTEM ‘ PLC/DCS,/SCADA

C MODBUS (RTU/TCP),

OPC, Profibus DP

CONNECTMVITY
WIRELESS SYSTEM | SERVER
CONNECTIVITY SERVER, GUI CLIENT,
CLIENT CONNECTIVITY CLIENT
GUI CLIENT —a I =1l — | -
— ooo oo ooo noo
L1}
TCP/IP
FIELD
APPROX. DISTANCE BETWEEN (COD ((O)>
WG & WR is 328Ft (100m)
WR & WR is 328Ft (100m)
WR & WD is 164Ft (50m) 24 vOC L)

WG & WH is 3Ft (1m) WG <(O)> WG

WD

WIRELESS
MESH
() NETWORK (©)

WR WR

WD

WR (Wireless Router): the WR allows a valve to be far from the WG. The typical radius
covered by each WG/WR is around 100 m and a valve message can travel up to 15 WR hops
until it reaches the Wireless Gateway. The WR's and WG's also form a self-healing mesh
network that provides automatic and transparent redundancy.

WMS Valve dynamics: a powerful tool that allows running a diagnostic like a valve
signature. This test helps identifying failures before they happen, also called predictive
maintenance.
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Log Analysis: allows the user to visualize all information logged in the WMS database,
either Standalone or Server.

Connectivity Server: allows the integration of the Wireless Valve Monitoring System with
control systems via standard protocols like MODBUS RTU/TCP and OPC DA.
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